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• Compliance
- FedRAMP  Status
- ISO 27001 Efforts 
- Some Milestones

• Shared Responsibility Model
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• Demos
- ArcGIS Security and Privacy Adviser
- Securing SAML
- API Keys

• Summary
• Open Q&A Discussion
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Compliance Roadmap
     FedRAMP Moderate 

Q2 2023
• FedRAMP Moderate authorization – Agency ATO May 2023

• Security no longer needs to be primary factor for choosing ArcGIS Online (SaaS) or 
 customer-managed GIS deployments 

• AGO Security posture now aligns with DISA SRG or DoD AA L2 
(Non-Controlled Unclassified Information)

• Obtain 3rd party assessment report
• Agencies use FedRAMP marketplace
• Other customers – Ask account manager (NDA required)

Q1 2024
• Shift to NIST 800-53 (Rev 5) as part of the annual assessment

• Major advancements include
• Supply chain & privacy controls



Compliance Roadmap
       ISO27001
Q4 2024
• ArcGIS Online EU Region & ArcGIS Platform aligned with ISO 27001
• Estimated certification completion – Q3 2025

• ISO 27001 to FedRAMP Control Mapping
• See ArcGIS Trust Center – Updated July 2024 for moderate Rev 5 controls
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Shared Responsibility Model

softwaresecurity@esri.com



Esri Responsibilities

Compliance and Assurance – CAIQ 4.0.2  
Updated June 2023

Basic questions include:

“What we do” to make ArcGIS Online Secure



Esri Responsibilities

• Align with Customer Responsibility Matrix
- Trust Center “customer exclusive docs”
- Both Tailored Low and Moderate available

Example of a customer Responsibility
 AC-22.d – Customer is responsible for periodically 

reviewing publicly available customer-controlled 
content for nonpublic information (Process)

Guidance – FedRAMP CRM



Customer Security Responsibilities

CONFIGURATION

PROCESSES
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• Establish a content Publication Review Board
- Review content before publication

- Then regularly review content after
- Disable the ability for users to share publicly

• Classify your datasets and secure them appropriately
- Leverage groups to bucket datasets

- Public, Internal Use, Confidential, Restricted

Processes  

PROCESSES

Customer Responsibilities
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Customer Responsibilities

• Authentication enforcement 
- Enable multi–Factor Authentication (MFA)
- Always disable Anonymous access in your org 
- SAML authentication 
- Leverage API keys for automation

• Use custom roles to granularly define permissions
- Don’t use the ADMIN role as a daily driver

Processes

PROCESSES
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Customer Responsibilities
What else?

CONFIGURATIONPROCESSES
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Deeper Dives
SAML & Org Specific Login Guidance 
AGO Security and Privacy Advisor

CONFIGURATION
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Manage Security Posture

Item sharing status…

User security status…

Configuration drift…

https://trust.arcgis.com → Launch Security Adviser



Risks & Mitigations
SAML Security

Entra ID ArcGIS Online

Assertion

https://cheatsheetseries.owasp.org/cheatsheets/SAML_Security_Cheat_Sheet.html
https://www.ssllabs.com/ssltest/analyze.html?d=arcgis.com



Risk: Message Modification
SAML Security

Signed SAML Assertion

Entra ID ArcGIS Online

Modified Assertion

Attacker



Risk: Forged Assertions
SAML Security

Encrypted Assertion

Entra ID ArcGIS Online

Forged Assertion

Attacker



Challenge: Automation
How (not) to authenticate?

User + Pass + MFAHuman ArcGIS Online

Bearer TokenHuman ArcGIS Online

ArcGIS OnlineBearer TokenProcess

Bearer Token

lifetime: <14 days softwaresecurity@esri.com



Solution: API Tokens
Released: June 2024

Simplified Authentication

Scoped Tokens

Token Management

https://developers.arcgis.com/documentation/security-and-authentication/api-key-authentication/#api-key-credentials



Summary

• Compliance
- FedRAMP Moderate
- ISO 27001 Efforts 

• Shared Responsibility Model
- Customer Responsibilities

• Demos
- ArcGIS Security and Privacy Adviser
- Automation: API Tokens

• Q&A
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